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Abstract: Data warehouse is large repository of data. Many useful reports can be generated from data warehouse.
These reports having useful information and the information will be more accurate if the report generated from large
amount of data. The amount of data is directly proportional to time span, more is the time duration data will be in
large volume and vice versa. For example, there will be more volume of data in an year as compare to a month. In
this paper a Role Based Access technique is introduced to restrict users to summarized data. Different users may
have different access authorizations to summarized data. This restriction on the basis of summarized data will
improve the security because more summarized data having more information as compare to less summarized data.
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1. Introduction

Data warehouse is a large repository of data,
which can be used for reporting purposes and useful
information can be retrieved in these reports. A report
is actually summarized data retrieved in a query. This
summarize data contains some useful and crucial
information which needs security from unauthorized
user. Large size of data warehouses and the strategic
purpose of the data warehouse systems, the query
outputs are nearly always summarized data (Martyn,
2004), and the aggregate query outputs could result
important data resulting information leakness to low
profile user in organization.

A data warehouse is an integrated collection of
data source designed to help managerial decision
making and other relevant functions. It contains both
highly grained level and summarized level historical
data relating to different categories and subjects
areas. All data unite is time oriented. The data
warehouse enterprise wide decision support system
and normally does not have much data updating
operation. It empowers the managerial users to
perform analysis on data stored in data warehouse
(Anahory, 1997); (Katic, 1998).

It is obvious that summarized data has useful
information. The information from more summarized
data may be more accurate and sensitive as compared
to a report which is obtained from less summarized
data. Normally, the executives or high level users in
an organization need more summarized reports for
long or short term decision making, while the low
profile users need less summarized report for day-to-
day operations. This paper proposes a role based
access control mechanism which enables users access
to summarized data on the basis of his/her role in the
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organization. If the user has executive role in the
organization then he/she may be able to access data at
more summarized level and get more information,
but the user with low level will get less summarized
report to get less information because he/she may not
be authorized to it. This security mechanism is very
useful to apply for insiders.

The table (Table 1) shows the proposed time
intervals and the user access roles to that time span’s
summarized data.

Table 1: Table of different users’ roles and their
access time span for summarized data

Level of Summarization  |User category
Day Ordinary User
Month Classified User
Year Confidential User
All Time Executive User

A. Importance of Security for Data Warehouse
Security is the protection of data from un-
authorized users (Jan, 2010). Security is an important
aspect for any type of data (Ali, 2013). Security is
much important for data warehouses as compare to
other data source, because data warechouse
consolidated from very different data source in a
single large data repository. The leakness of
information from data warchouses may be very
crucial in sense that all data in collected to a single
point and vulnerable to attacks. The data is important
when some information can be retrieved from it. That
information is more valuable which is extracted from
large amount of data. The information from data
warehouse and databases is normally extracted in the
form of reports. The data warehouse reports is more
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informative and important with security point of view
as it is retrieved from large amount of aggregated and
consolidate data. The summarized report may be
different, for example, current detail data, lightly
summarized data, and highly summarized data
reports. Low summarized reports are retrieved from
less span of time and highly summarized from large
span of time. Difference in summarization level
reports may need different level of security layers.

B. Motivating Example

Data warehouse is dimensional in nature and
subject oriented. Consider a data mart of subject Sale.
The most common dimensions of Sale data mart are
Time, Location, and Product. A user can summarized
data of this Sale data mart with different levels,
which may carry different summarized information
for some decision making. If the data is summarized
at low level then, it may not carry sufficient
information for an intruder (insider).

Time Dimension

All time

Year level

Month
level

Day level . . )
y Location Dimension

Product Dimension

Sale

ifferent Facts

Figure 1: Star schema of a Sale data mart

Consider the figure 1, here different level of time
dimension is shown. These different dimension’s
levels show the different summarization levels,
because more is the time span high will be the
summarization level and vice versa. If more the
summarization level more information can be gained
and vice versa. If a wuser has high level of
authorization he/she should be allowed to access
more summarization level. There should be an
authorization mechanism which restrict low level
authorization user to high level of summarized data
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because high level of summarized data has more
information which should be hidden from low profile
users.

2. Related Work

Data warehouse integrates data from different
resources in a single repository, therefore, Security
can be considered as an important factor in data
warehouses (Santos, 2011); (Vela, 2006). Some
researchers propose the role based access control
mechanism which is used for securing data
warehouse (Fugkeaw, 2008). The Stolba et al.
(Stolba, 2006) highlights the security issues in
federated data warehouse. They proposed security
measurements for assurance of patient privacy of
medicine data.

A Data Warchouses contains consolidated,
historical, and summarized data to support decision
makers at different level (El Sayed, 2010). An access
control model is proposed in this work for data
warehouse. The wusers are restricted to data
warehouse’s data on bases of roles. The authors do
not consider the access roles to the summarized data.

A hybrid approach is used for the securing data
warehouse from unauthorized access (Ahmad, 2010).
The author combined the different classical
approaches to secure data before transferring to data
warehouse.

Thuraisingham and Iyer (Thuraisingham, 2007)
proposed an Extended Role Based Access Control for
securing enterprise data warchouse. The authors
claimed that their technique gives better privacy and
confidentiality for organizations’ data.

3. Proposed Work

Whenever a user wants to summarize the data
with respect to time dimension, his/her authorization
role is checked for different summarize data. If a user
qualifies for a level of summarization then he/she is
given privileges to summarized data for a particular
period of time otherwise he/she is restricted. The
level of summarization is directly proportional to
time duration of data. More is the time duration high
will be the summarization level. It can be written
mathematically as follow:

level of summarization o« time span

Different authorization levels with respect to
time span are shown mathematically as follow:

Eq.l

1

1
Authorization level of Ordinary User = 2 D

n=1
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Authorization level of Classified User = 2 D, Eq.dl
n=1
363
Authorization level of Confidential User = Z D, Eq.lll
u\.nzl
Authorization level of Executve User = z D, Eq.IV
n=1

Where “D” is the number of days (time
span) used in the summarized report while querying
data.
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Figure 2: Architecture of the proposed access
control mechanism

Figure 2 shows the architecture of the
proposed role based authorization model. When a
user poses query, his/her authorization level is
checked. If a user has authorization to summarized
data according to equation 1, so he/she can
summarize data upto day level. If a role satisfies
equation 2, he/she can summarize data upto month
duration. Roles according to equations 3 and 4 can
summarize data upto an year or for whole duration
respectively. If a wuser exceeds from his/her
authorization level his/her query will restrict.
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2. Conclusion

This paper proposes a novel role based
access control mechanism on summarized data. This
summarized data is based on time span of data, more
is the time span of data selected in a query more
information it will have and vice versa. Therefore, in
this paper the roles are restricted to different time
span of data to preserve data security.
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